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DETAILED ACTION 

This office action is in response to application file on November 14, 2003. Original 
application contained Claims 1-84. Therefore, presently claims 1-84 are pending for 
consideration. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

Claim 83 rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. The claimed invention does not fall within at least one of the four 
categories of patent eligible subject matter recited in 35 U.S.C Applicant Claims 
Signal bearing medium which can also encompass carrier waves, thus lack tangibility. Moreover, 
it does not appear that a claim reciting a signal encoded with functional descriptive material falls 
within any of the categories of patentable subject matter set forth in § 101. 
Appropriate correction is requested. 

Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(e) the invention was described in ( 1 ) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-84 are rejected under 35 U.S.C. 102(e) as being anticipated by Hamadeh et al. 
(U. S. Publication No.: 2004/0093521 Al). 

1 . Regarding Claim 1 Hamadeh teaches and describes a method for facilitating reduction of 
a security threat in connection with transmission of an IP datagram having an IP header and an 
identification field in the IP header comprising: supplementing the identification field of the IP 
header with at least one bit from another field of the EP header, whereby probability of random 
collisions is reduced, thereby reducing the security threat in connection with the transmission of 
the IP datagram [0125 -0148]. 

2. Regarding Claim 2 Hamadeh teaches and describes method for formatting an IP datagram 
having an IP header containing an identification field comprising: a. determining identification 
information having a length greater than 16 bits associated with data to be sent in the IP 
datagram; b. inserting at least one bit of the identification information into the identification field 
of the header; and C. inserting remaining bits of the identification information into at least one 
other field of the header [[0125 - 0148]. 

3. Regarding Claim 1 1 Hamadeh teaches and describes method for formatting an IP 
datagram having an IP header comprising: a. determining a special value based on a secret 
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shared with a destination node; and b. inserting at least a part of the special value into 
identification information carried by the header for the IP datagram, wherein a first portion of the 
identification information is included in the an identification field of the header and a second 
portion of the identification information is included in at least one other field of the header [0125 
-0148]. 



4. Regarding Claim 18 Hamadeh teaches and describes a method for facilitating 
fragmentation-free transmissions between two IPsec nodes implementing IPsec protocol, the 
method comprising: a. transmitting a plurality of packets of differing size from a first IPsec node 
to a second IPsec node, each packet having an IP header wherein a "Don't Fragment" (DF) bit in 
a fragmentation flag field in the header for each packet of the plurality is set to a value that is 
arranged to prevent fragmentation of the packet en route; and b. determining a maximum packet 
size for avoiding fragmentation in transmissions from the first IPsec node to the second IPsec 
node based on at least one response from the second IPsec node to the plurality of packets 
transmitted by the first IPsec node [0125 - 0148]. 



5. Regarding Claim 20 Hamadeh teaches and describes a method for assembling a plurality 
of received IP datagrams each having an IP header comprising: assembling the plurality of 
received IP datagrams based on identification information contained in an identification field and 
at least one other field of the header for each of the received IP datagrams, wherein the 
identification information for each received IP datagram does not include source address 
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information, destination address information or protocol information for that received IP 
datagram [0125 -0148]. 

6. Regarding Claim 22 Hamadeh teaches and describes a method for assembling IP 
datagrams each having an IP header, the method comprising: a. receiving a plurality of the IP 
datagrams; b. extracting identification information from each of the plurality of the IP datagrams, 
the identification information for each of the IP datagrams comprising 1 6 bits of an identification 
field and at least one bit from at least one other field of the header for that IP datagram, the at 
least one bit not including source address information, destination address information or 
protocol information for the IP datagram; c. identifying a subset of the plurality of the IP 
datagrams based on the identification information and at least one element selected from the 
group consisting of the source address information, the destination address information and the 
protocol information for each IP datagram from the subset; and d. assembling the subset of the 
plurality of the IP datagrams into a message based on fragmentation offset information from a 
fragmentation offset field of the header for each IP datagram from the subset [0125 -0148]. 

7. Regarding Claim 26 Hamadeh teaches and describes a method for facilitating 
fragmentation-free transmissions between two IPsec nodes implementing IPsec protocol, the 
method comprising: a. receiving a plurality of packets of differing size from a first one of the 
IPsec nodes at a second one of the IPsec nodes, each of the packets having an IP header; wherein 
a "Don't Fragment" (DF) bit in a fragmentation flag field in the header for each packet is set to a 
value that is arranged to prevent fragmentation of the packet en route; b. determining a maximum 
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packet size for avoiding fragmentation in transmissions from a first security gateway to a second 
security gateway based on the received plurality of packets; and c. transmitting a feedback 
message to the first IPsec node from the second IPsec node with an indication of the maximum 
packet size [0125 -0148]. 

8. Regarding Claim 28 Hamadeh teaches and describes an apparatus for facilitating 
reduction of a security threat in connection with transmission of an IP datagram having an IP 
header and an identification field in the IP header comprising: means for supplementing the 
identification field with at least one bit from another field of the IP header, whereby the security 
threat in connection with the transmission of the IP datagram is reduced [0125 -0148]. 

9. Regarding Claim 29 Hamadeh teaches and describes an apparatus for formatting an IP 
datagram having an IP header comprising: means for determining identification information 
having a length greater than 16 bits associated with data to be sent in the IP datagram; means for 
inserting at least one bit of the identification information into an identification field of the header 
for the IP datagram; and means for inserting remaining bits of the identification information into 
at least one field of the header of the IP datagram other than the identification field [0125 - 
0148]. 



10. Regarding Claim 38 Hamadeh teaches and describes an apparatus for formatting an IP 
datagram having an IP header comprising: means for determining a special value based on a 
secret shared with a destination node; and means for inserting at least a part of the special value 
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into identification information carried by the header for the IP datagram, wherein a first portion 
of the identification information is included in an identification field and a second portion of the 
identification information is included in at least one other field of the header of the IP datagram 
[0125 -0148]. 



1 1 . Regarding Claim 45 Hamadeh teaches and describes an apparatus for facilitating 
fragmentation-free transmissions between two IPsec nodes implementing IPsec protocol, the 
apparatus comprising: means for transmitting a plurality of packets of differing size from a first 
one of the IPsec nodes to a second one of the IPsec nodes, each of the packets having an IP 
header, wherein a "Don't Fragment" (DF) bit in a fragmentation flag field in the header for each 
packet of the plurality is set to a value that is arranged to prevent fragmentation of the packet en 
route; and means for determining a maximum packet size for avoiding fragmentation in 
transmissions from the first IPsec node to the second IPsec node based on at least one response 
from the second IPsec node to the plurality of packets transmitted by the first IPsec node [0125 - 
0148]. 



12. Regarding Claim 47 Hamadeh teaches and describes an apparatus for assembling a 
plurality of received IP datagrams each having an IP header comprising: means for assembling 
the plurality of received IP datagrams based on identification information contained in an 
identification field of the header for each received IP datagram and at least one other field of the 
header for each received IP datagram, wherein the identification information for each one of the 
received IP datagrams does not include source address information, destination address 
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information or protocol information for that received IP datagram [0125 - 0148]. 

13. Regarding Claim 49 Hamadeh teaches and describes an apparatus for assembling IP 
datagrams each having an IP header comprising: means for receiving a plurality of IP datagrams; 
means for extracting identification information from each of the plurality of IP datagrams, the 
identification information for each IP datagram comprising 16 bits of an identification field of 
the header for that IP datagram and at least one bit from at least one other field of the header for 
that IP datagram, the at least one bit not including source address information, destination 
address information or protocol information for the IP datagram; means for identifying a subset 
of the plurality of IP datagrams based on the identification information and at least one element 
selected from the group consisting of the source address information, the destination address 
information and the protocol information for each IP datagram from the subset; and means for 
assembling the subset of the plurality of IP datagrams into a message based on fragmentation 
offset information from a fragmentation offset field of the header for each IP datagram from the 
subset [0125 -0148]. 

14. Regarding Claim 53 Hamadeh teaches and describes an apparatus for facilitating 
fragmentation-free transmissions between two IPsec nodes implementing IPsec protocol, the 
apparatus comprising: means for receiving a plurality of packets of differing size from a first one 
of the IPsec nodes at a second one of the IPsec nodes, each of the packets having an IP header, 
wherein a "Don't Fragment" (DF) bit in a fragmentation flag field in the header for each packet 
from the plurality of packets is set to a value preventing fragmentation of the packet en route; 
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means for determining a maximum packet size for avoiding fragmentation in transmissions from 
a first security gateway to a second security gateway based on the received plurality of packets; 
and means for transmitting a feedback message to the first IPsec node from the second IPsec 
node with an indication of the maximum packet size [0125 -0148]. 

15. Regarding Claim 55 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for facilitating reduction of security threats in connection with transmission of an IP 
datagram having an IP header and an identification field in the IP header, the method 
comprising: supplementing the identification field of the IP header of the IP datagram with at 
least one bit from another field of the IP header, whereby the security threats in connection with 
the transmission of the IP datagram are reduced [0125 -0148]. 

16. Regarding Claim 56 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for formatting an IP datagram having an IP header comprising: a. determining 
identification information having a length greater than 1 6 bits associated with data to be sent in 
the IP datagram; b. inserting at least one bit of the identification information into an 
identification field of the header for the IP datagram; and c. inserting the remaining bits of the 
identification information into at least one field of the header of the IP datagram other than the 
identification field [0125 - 0148]. 
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17. Regarding Claim 65 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for formatting an EP datagram having an IP header, the method comprising: a. 
determining a special value based on a secret shared with a destination node; and b. inserting at 
least a part of the special value into identification information carried by the header for the IP 
datagram, wherein a first portion of the identification information is included in an identification 
field and a second portion of the identification information is included in at least one other field 
of the header of the IP datagram [0125 -0148]. 

18. Regarding Claim 72 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for facilitating fragmentation-free transmissions between two IPsec nodes 
implementing the IPsec protocol, the method comprising: a. transmitting a plurality of packets of 
differing size from a first IPsec node to a second IPsec node, wherein the "Don't Fragment" (DF) 
bit in the fragmentation flag field in the header for each packet of the plurality is set to a value 
that is arranged to prevent fragmentation of the packet en route; and b. determining a maximum 
packet size for avoiding fragmentation in transmissions from the first IPsec node to the second 
IPsec node based on at least one response from the second IPsec node to the plurality of packets 
transmitted by the first IPsec node [0125-0148]. 

19. Regarding Claim 74 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
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a method for assembling a plurality of received IP datagrams, the method comprising: 
assembling the plurality of received IP datagrams based on identification information contained 
in the identification field of the header for each received IP datagram and at least one other field 
of the header for each received IP datagram, wherein the identification information for each 
received IP datagram does not include source address information, destination address 
information or protocol information for that received IP datagram [0125 -0148]. 

20. Regarding Claim 76 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for assembling IP datagrams, the method comprising: a. receiving a plurality of IP 
datagrams; b. extracting identification information from each of the plurality of IP datagrams, the 
identification information for each IP datagram comprising 16 bits of the identification field of 
the header for that IP datagram and at least one bit from at least one other field of the header for 
that IP datagram, the at least one bit not including source address information, destination 
address information or protocol information for the IP datagram; c. identifying a subset of the 
plurality of IP datagrams based on the identification information and at least one element 
selected from the group consisting of the source address information, the destination address 
information and the protocol information for each IP datagram from the subset; and d. 
assembling the subset of the plurality of IP datagrams into a message based on fragmentation 
offset information from the fragmentation offset field of the header for each IP datagram from 
the subset of the plurality of IP datagrams [0125 -0148]. 
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21 . Regarding Claim 80 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for facilitating fragmentation-free transmissions between two IPsec nodes 
implementing the IPsec protocol, the method comprising: a. receiving a plurality of packets of 
differing size from a first IPsec node at a second IPsec node, wherein the "Don't Fragment" (DF) 
bit in the fragmentation flag field in the header for each packet from the plurality of packets is set 
to a value preventing fragmentation of the packet en route; b. determining a maximum packet 
size for avoiding fragmentation in transmissions from the first security gateway to the second 
security gateway based on the received plurality of packets; and c. transmitting a feedback 
message to the first IPsec node from the second IPsec node with an indication of the maximum 
packet size [0125 -0148]. 

22. Regarding Claim 82 Hamadeh teaches and describes a method for facilitating the 
reduction of a security threat in connection with the transmission of an IP datagram having an IP 
header and an identification field in the IP header comprising: supplementing the identification 
field of the IP header of the IP datagram with at least one bit from another field of the IP header, 
wherein the remaining bits of the another field contain an amount of information that is sufficient 
for an intermediate node or a receiving node to carry out the functionality normally 
corresponding to the another field [0125 - 0148]. 

23. Regarding Claim 83 Hamadeh teaches and describes a signal, embedded in a medium, 
comprising: data representing an IP packet wherein the identification field of the IP header of the 
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IP packet is supplemented with at least one bit from another field of the IP header, wherein the 
remaining bits of the another field contain an amount of information that is sufficient for an 
intermediate node or a receiving node to carry out the functionality normally corresponding to 
the another field [0125 -0148]. 

24. Regarding Claim 84 Hamadeh teaches and describes a computer-readable medium having 
stored thereon instructions, which when executed by a processor, cause the processor to perform 
a method for facilitating fragmentation-free transmissions between two IPsec nodes 
implementing the IPsec protocol, the method comprising: supplementing the identification field 
of the IP header of the IP datagram with at least one bit from another field of the IP header, 
wherein the remaining bits of the another field contain an amount of information that is sufficient 
for an intermediate node or a receiving node to carry out the functionality normally 
corresponding to the another field [0125 - 0148]. 

25. Claims 2-10, 12-17, 19, 21, 23-25, 27, 30-37, 39-44, 46, and 48 are rejected applied as 
above rejecting Claim 1-5. Furthermore, Hamadeh teaches 

As per claim 3 further comprising transmitting the IP datagram ([0070]). 

As per claim 4, the step of inserting the remaining bits of the identification information is 
carried out by inserting at least one of the remaining bits into a sub-network sub-field of at least 
one of a source address field and a destination address field of the header ([0127-0142]) 
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As per claim 5, further comprising: d. inserting source address information for the IP 
datagram into the source address field of the header; e. inserting destination address information 
for the IP datagram into the destination address field of the header; and f. inserting protocol 
information for the IP datagram into a protocol field of the header ([0127-0142]). 

As per claim 6, the step of inserting the remaining bits of the identification information is 
carried out by inserting at least one of the remaining bits into a protocol field of the header 
([0127-0142]). 

As per claim 7, additionally comprising: d. inserting source address information for the 
IP datagram into the source address field of the header for the IP datagram; e. inserting 
destination address information for the IP datagram into the destination address field of the 
header for the IP datagram; and f. inserting protocol information for the IP datagram into the 
protocol field of the header for the IP datagram ([0127-0142]). 

As per claim 8, the step of inserting the remaining bits of the identification information is 
carried out by inserting at least one of the remaining bits into a fragment offset field of the 
header ([0127-0142]). 

As per claim 9, further comprising: d. inserting source address information for the IP 
datagram into a source address field of the header; e. inserting destination address information 
for the IP datagram into a destination address field of the header; and f. inserting protocol 
information for the IP datagram into a protocol field of the header ([0127-0142]). 

As per claim 10, the step of inserting at least one bit is carried out by inserting 16 bits of 
the identification information into an identification field of the header ([0127-0142]). 

As per claim 12, further comprising transmitting the IP datagram ([0070]). 
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As per claim 13, in the determining step the special value is additionally based on at least 
one element selected from the group consisting of source address information, destination 
address information and at least one bit from the identification field ([0127-0142]). 

As per claim 14, the inserting step is carried out by placing the part of the special value 
into the identification field ([0127-0142]). 

As per claim 15, further comprising: c. inserting at least another part of the special value 
into the at least one other field of the header for ([0127-0142]). 

As per claim 16, the part of the special value inserted into the identification field has a bit 
length less than 16 bits and the method further comprises: c. determining additional identification 
information associated with the header for the IP datagram; and d. inserting at least part of the 
additional identification information into the identification field of the header for the IP datagram 
([0127-0142]). 

As per claim 17, further comprising: e. inserting at least another part of the additional 
identification information into a field of the header for the IP datagram other than the 
identification field ([0127-0142]). 

As per claim 19, further comprising: c. transmitting at least one packet from the first 
IPsec node to the second IPsec node, wherein the packet size of the at least one packet is less 
than or equal to the maximum packet size ([0108-01 13]). 

As per claim 21, the at least one other field comprises at least one field selected from the 
group consisting of the sub-net subfield of at least one of the source address field and the 
destination address field of the header for each received IP datagram, the protocol field of the 
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header for each received IP datagram and the fragment offset field of the header for each 
received IP datagram ([0127-0142]). 

As per claim 23, the at least one other field of the header for that IP datagram is selected 
from the group consisting of the sub-net subfield of at least one of the source address field and 
the destination address field of the header for that IP datagram, the protocol field of the header 
for that IP datagram and the fragmentation offset field of the header for that IP datagram ([0127- 
0142]). 

As per claim 24, the identifying step comprises: e. determining a special value based on a 
secret shared with a source node; and f. identifying at least one IP datagram from the plurality as 
part of the subset based on the at least one IP datagram's containing the special value as part of 
the identification information for the at least one IP datagram ([0127-0142]). 

As per claim 25, in the determining step the special value is additionally based on at least 
one element selected from the group consisting of the source address information, the destination 
address information and at least one bit from the identification field of the header for the at least 
one IP datagram ([0127-0142]). 

As per claim 27, further comprising: d. receiving at least one packet from the first IPsec 
node at the second IPsec node after the transmitting step wherein the at least one packet has a 
packet size less than or equal to the maximum packet size ([0108-01 13]). 

As per claim 30, further comprising means for transmitting the IP datagram ([0070]). 

As per claim 3 1 , the means for inserting the remaining bits of the identification 
information insert at least one of the remaining bits into the sub-network sub-field of at least one 
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of the source address field and the destination address field of the header for the IP datagram 
([0127-0142]). 

As per claim 32, further comprising: means for inserting source address information for 
the IP datagram into the source address field of the header for the IP datagram; means for 
inserting destination address information for the IP datagram into the destination address field of 
the header for the IP datagram; and means for inserting protocol information for the IP datagram 
into the protocol field of the header for the IP datagram ([0127-0142]). 

As per claim 33, the means for inserting the remaining bits of the identification 
information insert at least one of the remaining bits into the protocol field of the header for the IP 
datagram ([0127-0142]). 

As per claim 34, additionally comprising: means for inserting source address information 
for the IP datagram into the source address field of the header for the IP datagram; means for 
inserting destination address information for the IP datagram into the destination address field of 
the header for the IP datagram; and means for inserting protocol information for the IP datagram 
into the protocol field of the header for the IP datagram ([0127-0142]). 

As per claim 35, the means for inserting the remaining bits of the identification 
information insert at least one of the remaining bits into the fragment offset field of the header 
for the IP datagram ([0127-0142]). 

As per claim 36, further comprising: means for inserting source address information for 
the IP datagram into the source address field of the header for the IP datagram; means for 
inserting destination address information for the IP datagram into the destination address field of 



Application/Control Number: 10/714,101 Page 1 8 

Art Unit: 2131 

the header for the IP datagram; and means for inserting protocol information for the IP datagram 
into the protocol field of the header for the IP datagram ([0127-0142]). 

As per claim 37, the means for inserting at least one bit insert 16 bits of the identification 
information into the identification field of the header for the IP datagram ([0127-0142]). 

As per claim 39, further comprising means for transmitting the IP datagram ([0070]). 

As per claim 40, the means for determining the special value bases the determination on 
at least one element selected from the group consisting of source address information, destination 
address information and at least one bit from the identification field of the header for the IP 
datagram ([0127-0142]). 

As per claim 41, the means for inserting inserts the part of the special value into the 
identification field of the header for the IP datagram ([0127-0142]). 

As per claim 42, further comprising: means for inserting at least another part of the 
special value into the at least one other field of the header for the IP datagram ([0127-0142]). 

As per claim 43, the part of the special value inserted into the identification field has a bit 
length less than 16 bits and the apparatus further comprises: means for determining additional 
identification information associated with the header for the IP datagram; and means for 
inserting at least part of the additional identification information into the identification field of 
the header for the IP datagram ([0127-0142]). 

As per claim 44, further comprising: means for inserting at least another part of the 
additional identification information into a field of the header for the IP datagram other than the 
identification field ([0127-0142]). 
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As per claim 46, further comprising: means for transmitting at least one packet from the 
first IPsec node to the second IPsec node, wherein the packet size of the at least one packet is 
less than or equal to the maximum packet size ([0108-01 13]). 

As per claim 48, the at least one other field comprises at least one field selected from the 
group consisting of the sub-net subfield of at least one of the source address field and the 
destination address field of the header for each received IP datagram, the protocol field of the 
header for each received IP datagram and the fragment offset field of the header for each 
received IP datagram ([0127-0142]). 

As per claim 50, the at least one other field of the header for that IP datagram is selected 
from the group consisting of the sub-net subfield of at least one of the source address field and 
the destination address field of the header for that IP datagram, the protocol field of the header 
for that IP datagram, the protocol field of the header for that IP datagram and the fragmentation 
offset field of the header for that IP datagram ([0127-0142]). 

As per claim 5 1, the means for identifying further comprises: means for determining a 
special value based on a secret shared with a source node; and means for identifying at least one 
IP datagram from the plurality as part of the subset based on the at least one IP datagram's 
containing the special value as part of the identification information for the at least one IP 
datagram ([0127-0142]). 

As per claim 52, the means for determining additionally bases the determination on at 
least one element selected from the group consisting of the source address information, the 
destination address information and at least one bit from the identification field of the header for 
the at least one IP datagram ([0127-0142]). 
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As per claim 54, further comprising: means for receiving at least one packet from the first 
IPsec node at the second IPsec node after the transmitting step wherein the at least one packet 
has a packet size less than or equal to the maximum packet size ([0108-01 13]). 

As per claim 57, the method further comprises transmitting the IP datagram ([0070]). 

As per claim 58, the step of inserting the remaining bits of the identification information 
is carried out by inserting at least one of the remaining bits into the sub-network sub-field of at 
least one of the source address field and the destination address field of the header for the IP 
datagram ([0127-0142]). 

As per claim 59, the method further comprises: d. inserting source address information 
for the IP datagram into the source address field of the header for the IP datagram; e. inserting 
destination address information for the IP datagram into the destination address field of the 
header for the IP datagram; and f. inserting protocol information for the IP datagram into the 
protocol field of the header for the IP datagram ([0127-0142]). 

As per claim 60, the step of inserting the remaining bits of the identification information 
is carried out by inserting at least one of the remaining bits into the protocol field of the header 
for the IP datagram ([0127-0142]). 

As per claim 61, the method further comprises: d. inserting source address information 
for the EP datagram into the source address field of the header for the IP datagram; e. inserting 
destination address information for the IP datagram into the destination address field of the 
header for the IP datagram; and f. inserting protocol information for the IP datagram into the 
protocol field of the header for the IP datagram ([0127-0142]). 
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As per claim 62, the step of inserting the remaining bits of the identification information 
is carried out by inserting at least one of the remaining bits into the fragment offset field of the 
header for the IP datagram ([0127-0142]). 

As per claim 63, the method further comprises: d. inserting source address information 
for the IP datagram into the source address field of the header for the IP datagram; e. inserting 
destination address information for the IP datagram into the destination address field of the 
header for the IP datagram; and f. inserting protocol information for the IP datagram into the 
protocol field of the header for the IP datagram ([0127-0142]). 

As per claim 64, the step of inserting at least one bit is carried out by inserting 1 6 bits of 
the identification information into the identification field of the header for the IP datagram 
([0127-0142]). 

As per claim 66, the method further comprises transmitting the IP datagram ([0070]). 

As per claim 67, wherein in the determining step in the method the special value is 
additionally based on at least one element selected from the group consisting of source address 
information, destination address information and at least one bit from the identification field of 
the header for the IP datagram ([0127-0142]). 

As per claim 68, the inserting step is carried out by placing the part of the special value 
into the identification field of the header for the IP datagram ([0127-0142]). 

As per claim 69, the method further comprises: c. inserting at least another part of the 
special value into the at least one other field of the header for the IP datagram ([0127-0142]). 

As per claim 70, the at least part of the special value inserted into the identification field 
has a bit length less than 16 bits and the method further comprises: c. determining additional 
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identification information associated with the header for the IP datagram; and d. inserting at least 
part of the additional identification information into the identification field of the header for the 
IP datagram ([0127-0142]). 

As per claim 71, the method further comprises: e. inserting at least another part of the 
additional identification information into a field of the header for the IP datagram other than the 
identification field ([0127-0142]). 

As per claim 73, the method further comprises: c. transmitting at least one packet from 
the first IPsec node to the second IPsec node, wherein the packet size of the at least one packet is 
less than or equal to the maximum packet size ([0108-01 13]). 

As per claim 75, the at least one other field comprises at least one field selected from the 
group consisting of the sub-net subfield of at least one of the source address field and the 
destination address field of the header for each received IP datagram, the protocol field of the 
header for each received IP datagram and the fragment offset field of the header for each 
received IP datagram ([0127-0142]). 

As per claim 77, the at least one other field of the header for that IP datagram is selected 
from the group consisting of the sub-net subfield of at least one of the source address field and 
the destination address field of the header for that IP datagram, the protocol field of the header 
for that IP datagram and the fragmentation offset field of the header for that IP datagram ([0127- 
0142]). 

As per claim 78, the identifying step in the method comprises: e. determining a special 
value based on a secret shared with a source node; and f. identifying at least one IP datagram 
from the plurality as part of the subset based on the at least one IP datagram's containing the 
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special value as part of the identification information for the at least one IP datagram ([0127- 
0142]). 

As per claim 79, in the determining step in the method the special value is additionally 
based on at least one element selected from the group consisting of the source address 
information, the destination address information and at least one bit from the identification field 
of the header for the at least one IP datagram ([0127-0142]). 

As per claim 81, the method further comprises: receiving at least one packet from the first 
IPsec node at the second IPsec node after the transmitting step wherein the at least one packet 
has a packet size less than or equal to the maximum packet size ([0108-01 13]). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SYED ZIA whose telephone number is (571)272-3798. The 
examiner can normally be reached on 9:00 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/714,101 Page 24 

Art Unit: 2131 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Primary Examiner, Art Unit 2131 



